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CYBER WARGAMING

Application of Defence consultancy, advanced data engineering, data
science and cutting-edge visualisation techniques to quantify the
impact of cyber event against information systems.

THE CHALLENGE

Vulnerability to cyber incidents is a well-known and publicised risk to Defence activities.
Hostile actors are known to specifically target Defence and associated industry Information
Systems, seeking to disrupt activity, gain intelligence to influence current and future conflicts
and interrogate data to gain unfair commercial advantage.

THE SOLUTION

Using advanced data engineering and data science techniques, we
quantified and illustrated the commercial and operational risks of
hostile actors gaining access to large IT systems. This has enabled
recommendations for removal and reclassification of data sources,
and longer-term improvements in threat protection delivered by
future IS programmes and MOD's cyber resilience against an
ever-increasing threat backdrop.
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